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Marlene H. Dortch, Commission Secretary
Office of the Secretary
Federal Communications Commission
445 12th Street, SW
Washington, DC 20554

Re: Annual 64.2009(e) CPNI Certification
Geckotech, LLC
EB Docket No. 06-36

Dear Ms. Dortch:

Telephone: .(770) 232-9200
Facsimile: (770) 232-9208

Email: Isteinhart@telecomcounsel.com

Pursuant to 47 C.F.R. § 64.2009(e), Geckotech, LLC hereby submits its Annual
64.2009(e) CPNI Certification.

If you have any questions or if I may provide you with additional information,
please contact me at the above address, e-mail or telephone nurgber. Thank you for your
attention to this matter. .

L.M. Steinhart
Attorney for
Geckotech, LLC

Enclosures
cc: Mr. Josh Robbins
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Allllua!47 C.F.R. § 64.2009(\1) ePN! Certification

EB Docket 06·36

I, Josh Robbins, Managing Partner of Geckotech, LLC, celiify that I am an officer of tbe
company named above, and acting as an agent of the company, that1 have personal
knowledge that the company has established operating procedures that are adequate to
ensure compliance with the Commission's CPNI lules, See 47 c'F,R § 64.2001 et seq,

Attached to this certification as Exhibit "A" is an accompanying statement explaining
how Geckotech, LLC's procedures ensure that the company is in compliance with the
requirements set forth in Section 64.2001 et seq. of the Commission's rules.

~..

Name: Josh Robbins
Title: Managing Partner

FCC Allnual Filing
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Annua147 C.F.R. § 64.2009(e) CPNI Certification

EB Docket 06-36

Geckotech, LLC has not taken any actions (proceedings instituted or petitions
filed by a company at either state commissions, the COUlt system, or at the Commission
against data brokers) against data brokers in the past year. Companies must repOlt on any
information that they have with respect to the processes pretexters are using to attempt to
access CPN] , and what steps companies ate taking to protect CPN!.

Geckotech, LLC has not received any customer complaints in the past year
concerning the unauthorized release of CPN] (number of customer complaints a company
has received related to lUlauthorized access to ePNl, or unauthorized disclosure ofCPNI,
broken down by category or complaint, e.g., instances of improper access by employees,
instances of improper disclosure to individuals not authorized to receive the infonnation,
or instances of improper access to online information by individuals not authorized to
view the information).

Signeda--~­
Josh Robbins, Managing Partner

FCC Annual Filing



Annual 47 C.F.R. § 64.2009(e) CrN} Certification
EB Docket 06-36

Exhibit A

Geckotech, LLC

Compliance Requirements



Geckotech, LLC
300 N. Elizabeth Street, Suite 510-C

Chicago, Illinois 60607

Compliance Requirements

Geckotech, lLC ("Compmy") maintains the following operatjng procedures to ensure compliance with the
requirements sel forth in Section 64,2001 et seq. of the Commission's rules

Se.lio~ 64.200$ Use Qf wstomer proprietary network Inf(itlna1ion Without cmfOlnCT

OW"·"'"
(a) Axry 1f:'l.ecQuuoUlllcaHons cardf,,'r :mi>~Y us\"'') disclose, or pGrrnit access to COO fur the purpos~ of

providing or m",kotblg 'ervice oflllrlllgs a"'<mi;: tile _gOl'im of service (i,e" lOcal, intor""ch<mge, and
CM:RS) to lh'hich tile customer already subscrlbes ftom the same oarrl¢.l.', without cuQ;tol11€:f approval.

(1) If a telecommunications carri@' provid\$s dlffurent Cftteeorics of service, and 0. customer
5t.:lbscribes to more 1han one .categoly of service offered by the c,arrier~ th~ carri«r is permitted to share
CPNI among the: cm:rier~s affiliated e:ntitie.'l that provide a servIce offuring to the: ~u::;tome.r.

fJ.) If a telecommunioation, .",rlot provides dift.rent _gOl'ies "f"""tee, bul • customer does
not subscribe 10 more 1ha:o. onl} offering by the carr1er, tbe carder IS :oot permitted to share CPNl with its
IIffiIiates, ,",copt '" pro'l<1ded in §64.2007(b).

(b) A telecommunicationl$ CMrier ]My not Ul:l~, disclQse, or pC1lnit access to CPNI to mwket to a
'C-U8:t'Oi,n~ service: offsr.ings that are- wltl!in II eategof3i of !lervi~ to which the substiriber does not'l.\Jready
subscn'be fl:om that c;:arrier~ unless that <;wler MS customer approval to do :K~, except as desoribed in
p!lLagraph(c) ofthi, section,

(I) A wireless provider msy use: di3closcl orplmnAh\ceeSs. to CPNI derIved fi'01lj hs provision of
eMRS, wit!'Ollt customer approval, for theprovl,ion of CJ'B anrl inforJilll1,ioo servicc(s). A wiroUM em;er
may 'tlS~ disclose or permit access to CPNl derived from its provision of local exchange setvwe. or
Inte1'0xchange service, wit1tout Couztornet awroval~ fot the provision QfePE and <:all ilJJswerf.ng, voioo mail
or mes;lag1ng, voice storage and re~&vat servic6£. fax store- and forwatd. tlUd pTIJiocol <conversion.

(2) A teloc-omlnunications carder may not use) di~close, or permit acce9S to CPNI to identlfy or
crack cust.omers that call compe:ting servioe pro'l/ide.rs. Pot' examp!~ 1:1 local erxchlinge carrier may not use
local $l'>!.'Vioe CPNI to travk all CtlstmnCfS tl~l'lt call kfcal service c0ID1,et1torS.

(I';) A tel(l(;omrounjcation~ carrler may use. disclose., or permit acOO$S to C'Pr-.~ wilhout customer
approv.!, as desoribed "' thi, pM.graph (0).

(1) A ~leo()mmunic:",tians carrier may use, discloool or -plmDit act:e,ss to CPNl~ without cu.stomer
apP1\lval. in its provifdon of inside wiring insratIation, mamtenan.ce, and repair services.

(2) CMRS pro\1d..... may us., dl'c!o,"" or p<mttt ac""",, to CPN1 for 111. purpose of oollductlllg
researcll on the health .!'f"As ofCMRS.



(3) LECs, CMRS proViders, and i'lerconneeted VolP providers ma)' use ePNI, without customer
appl'o'v1l1, to Ul81'ket services form.erly known as ndjU11ct~to-bnsic services, such as. but not limited to, speed
dialiu& computc.-r-providcd directory assistance~ call monitming, call tracl..'1g, call biockin& call return,
repeat dinling, cell tracking, call 'waiting, caller 1.0., call forwarding, and certain Centrex features.

(d.) A telecommunications carrier may USt\ disclose, Qr pClnlit acCess: to CPNI to protect th0 rights
ofj?roEerty uftho carrier, or to prolect users of:hose ,""vic", and o'hor oaniers from fraudulcnl; abusive, or

---~-~----~·-tinlawfufUse01;Ot sUbscription to, su.ch~es,

11.. Compal~Vhas adopted specific CPN1 fUJlic/e. to .Il>wre tltot, ii, We absence ofcoutomer approwtl,
CPlv1 Is onry "self by the Coraparry to pro.lde or m"'ket se,vit. offerlrlgs "",0111/ the categories of
seJ'lJice (i.e., Meal, btferexcltange, fwd CJl1J(8) to whidl the customer already subscrihes, 'I1te
Conpany's CPNIpolic/e., prohiIJil (lie Sh'r1111J ~f C1\W with qffiliateil companies, except as permltled
ullder Rule 64.2005(a)(1) ar with customer apprlWal pllrsllallt to Rille 64.2007(b), The QIIIy exceptiorls
to Illese pollcies"re asperml/ted llllder 47 U.s.C § Z22(d) .nrlRule 64.2005..

Section 64.2007 ApprOVill required for usc of custr.nner proprietary llC"tWOl"k information.

Ca) A telecommunication, carrier may obtain approval llJrough wriWm, oral or electronic.
tflm:hods.

(1) A telecommunications carrier nilying On oral app;ro'val sUall bear the bmdcn of dcmomtrating
that such approval has been given in compliance with the C(}mmisf;jl)II'~1 mtaq in this palt.

(2) Approval or disapprovHl to 1.1se> dIsclose. or permit access to a customerls erN! obtained by a
telecommuuicatkms carrier must remain in effect until the customer revokes: or limits such approval or
disapproval.

(3) A telecommunicatiolls carrier must maintain retor&> of approval, whether oral1 written or
~leetronk, fur at lea~t Que year,

In ail circumstances where customer approval is required tv use, disclose (l( l)f~rmit aeees,~' to CPNl, the
COfaplUly's Cl'Nlpolic1cs require that the CQIllPflrry fib/iii" custQIller apprm'at tflrough ",rUle", flTalor
electronte methods iJl compliance wiD, $.lIle 64,2007. A c""Mller's approv"1 or disapproval umams In
efftet until tite customer revoke3 or limits tiw ttpproval OJ' disflpprlJval.. The Company maf1ttauu. records
ojcustomer approval (wlrether wrlttent oral or elect1lltlk) for a minimum ofoneyeat.

(b) Ute ofOpt-Ou.t and Opl-Jn Approval PrMesses. A telecommunications carri.r rna)', ,ubjee1
to opt-out approval or opHIl approwl. me it' customer', il,dividu.Jly identifiable CPNI for tho PUll'0SO of
marketing comrrnlOicotions-related serv1ces to tJlat custmnel'. A telecommunicat[ons carrier may, subjecl to
opt-out approval or opt-ill approval, disclose its customer's individually identifiable CPNl, for tho purpose
of InF.l'k<>,ting conunullication!Helated services to that customer, 10 its agent~ and its "",rnHate€: tllat provide
cmnmunications~related services. A telecommunications carrier may also permit such person or entities to
obtain access to such CPNI fot' such purposes. Exc~pt for nse and di~chl8l)n~ of CPNI that is pennitted
witilout customer approval under secticn §64.2005, or that is dcsdbed llt this p.ragraph, or os otherwiso
provided in section 222 of the Com.'nunications Act of 1934, f;jS atnel}.ded~ a teleco)nmunications carrie,r
may only use, disclose. or permit access to its eustomer's jnd~vjd.lIally identifiable CPN1 subject to opt-in
approval.

TIzp, Company d()es flot use CPfv1 for (my pllrp<J~e (including marketing communications--related
9e.Tl'tces) and dtJe5 !tot disclose or grant access to CPNI to My puny (including (f) agent", or afflU(Ites illat
provide ctJnitrumicatiQlfs·re{med servi.ces)1 .e:-wept as pel'1rtitlell under 47 U,S.C § Z22(d) and Rule
64.2lj05.
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Nonce required for use of eustl>me:r pNp:rietary network information,

(8) Notification, Generally. (1) Prior to any sol1ciwtion for customer <:ipprov~llj. a
tclecoJ:rJtnunications can"jer must provide notificiitlon tQ the customer oftlte custotnetll; right to restrict 'Use
ot; disclose o.t~ and acce:;r;: to thnt customer'g CPNL

(2) A telecommunications Cal!;er must maintain records of llOlification, whether oral, writlOll or
~-"~~-"~~"-'~--~-~-~~fiiC;-fOfarreast one year, ---------

(b) individual Doike'to (,,'U,stomt,,>rs 1I1usl"be provw.ed WhL.'11 soliciting l:rpproval to USCl disclose, or
permit access to customers" ePNl

(c) Content {)fNotice. Cu!:{T.omcl' aotii1cation TTlust provide suffici.ent fntbrma1.1on to enable tJw
custOIDt:f to make au informed decision as to whether to permit a catr'),er to usc, disclose, or pennit acce.~s

to, the customer's CPN1.

(1) TIte notification must state that the customer has a rightl and the <::alTfcr has a dUtyl under
lCdeml hlW, to protcelthe conGdeulialityofCPNI.

(2) l1le notlf1cation must ,p""ifY the types of iuf,mnntion iliat constitute CPNI and the specific
entities that. wiH rec,;ive the CPNI, describe the purposes for which CPNT win be used, and infonn the
customer of his or her tlghtto disapprove tho,e u,es, and deny or withdraw access to CPNl at any time.

(3) The notlficaLicm must advise the customer of the precise steps the customer musllake in order
to want or delly access to CPNl, and must cle-arly state that a denilll of approval will not a[fuet the
provision of any services to which the customer subscribes. Ha-weverl carriers may provide a hrid
statement, in a clear and neutral language, de.scribing corscqu.cnces directly resulting fnun the lack of
(1(;[;%.'; 10 ePNI.

(4) '{,he notltica.tioll must be comprehen~jble and must not be misleading.

(5) If written notific·ation is pwvitwd, Ow notice rnul!t be cl6'ilrly legible. 118C sufficiently large
{ype, and be placed jjl an area so as to be readily apparent to a customer.

(6) If My pOJiiOll of. noliftcatlon i., tran,lated into another language, t'len .11 portioos of the
notification must be lnnslated into that lang\lagc.

(7) A eonier may state in the lImineallon tbat ti,e cu,tomer's appmval to use CPill may enhance
Die c~lr;ricr's abiELy to offer prodncts and services tailored to the customer?s needs. A carrier also may state
III tho notjjjcatjoll that. it may be compelled to disclose ePNl to allY person upon .flinn.live ,,,ntten request
b)1 the CUS10rner.

(8) A carrier 111'y not include in the notification any ,tatoment attompting to encourage a customcr
to freeze U,lrd-party accos' to CPl:U.

(9) The Dotlfie"Unll must st.te th.t any .pproval, 01 doniul of approval rOT tbe use of Cl'Nl
outside ofthe service to which the cUs{mllt:lr already subscribel1 Hum that cnnier is vaHd UJ1tH the cu~tomer

affirmatively revokes or limits s~ch approval or denial.

(to) A telecommunications carrier:$: solicitatior, for approval must be proximate to the·
notification of a cu~tom~'!:1 ePNI rJghts,

The Compan:/s CPNI poIitie,'l reqrtite tllat customers be notified Qf their rights, (md lite CQmpanyf~.

olJUgfJ.tions, with respect 10 CPl\7prIor in any solicitation jor customer approval. All nrquired custotner
notices (whether written, oral Of electronfc) comply with tlte requirements uf RUle 64.2008. The
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CfJmpwty maintain..~ recoras of aU required Clfstomu notices (whether wruten. oral Or electronic) for a
minilnt£m ojoneyeaJ~

(d) :Votice Requiremenfs Specific to Opt~Out. A telccommunh..'atioml carrier mU(lt provide.
notiflcalion to obtain Opt-out approval tlm:rugh electronic or written. l1lethod.c;.) but not by oral
cOl)'uuunication (except as provided in paragraph (f) of this .o:;ecti011). The content.~ of any such notltlcatiotl
must comply with the requirement.;; ofparagt'aph (c) of this section.

._-----------
(1) Carriers must waiL a 30~day minimUln period of tirn~ after giving customers notice and an

opportunity to opt-out before assumbg customer approval to use~ <Jisch>scr or permit l1CC~~S to epN!. A
carrier may) tr:. its di.15f,aution) provid(~ fl,lr ~I longor period, C~rriers. must notify CUstomers as to the
applicable waiting period for a respons(', before appro\t1l1 is assumed.

(I) In [l!0 Cl1W oran electronic form of notification, the waking period shall begin to run from the
date on which the: notification \\'8S sent; and

(ii) In the caNe of notification by mail, tit. waiting period shall begin to ruu on the thitd day
foUowing the date that the notification was mailed.

(2) Cal'riel's using tho opt-out mechanism must provide notice' to their customer, every two
yeats,

(3) Telecommunications carriers that use .-mail to p,ovide opt-oul notices must comply with the
following requirements in addition to the requiremenls generally applicable to notification:

0) Carriers rollSt obtain express. verifiable, prior approval from con:·mmcl'S tD seud noth:es via t: R

mail regarding their l;t3rvice in general, ur ePNl in particular;

(ii) Cflt'l'iel'S must a'Uow eustomcr~ to reply directly to e~mails cOl1taining CPNlllotices in order to
oplrout;

(iii) Opt-out e-mail notices that are returned to the carrier as uOOelivenu>je must be sent to the
.cmtoffier in another form before carrjer~ may cousider thl} (~lStomer to have received noticcj

(iv) Carrim tbnt use e-tn~lil to send CPNI notices .tl1ust ensUre fllm the ~Inbjeet Hue ofthe message
dearly and accuratety IdentiTIe$: the dubjcct matter ofthe e~maH; and

(v) Telecommt.llicatiOllS carriers must make available to every customer a method to opt-out that
is of no additional cost to the customer and that is available 24 hotlXs a day, seven days n week. Carriers
may satisfy this requirement through a combination of methods, so long: as all C~lS-to.mers have the ability tQ
opt~out at no cost and are able to effectuate :;hat choice whc.n~ye.r they choose.

Tife Company does not currently solh;f( "opt out" ellstamer approval[OT the use or d;sd{J~'{ue oferN/.
rh. CompallY ,,"", 1101 use CPNl for allY purpose (i~efu(lIng m"'keliitg commullicalloll9-relal,,1
s.rvias) "IHl does /t01 disclose or grant ."c"'" to CPNIW any plUty (including 10 ogefl!S or ajJlllaU!1i thaI
provide ('QJIllllmrlcatiolls-relafea sel1'ices), excepl us permilled uliile, 47 ll_S.C ,~ 222(<1) atld Rul.
6.1.2005.

(e) Nolk;~ Rf!quh'ements Specific to Op;...!n. A telecommunications canier may provide
notiticatiOIl to obtain opt-in approval through orai, written, or eleotronic methods. The contents ofany such
notificoti nn mull! comply with the requh~meuts of paragraph (c) of this soction,

11.. COII/pany does /lOt curtently soUclt "opt bl" eliSWl/ler approv«l for Ih. u.e or .!lie/osure of CPNJ.
The CompaJzy daes rwt rise, tllscloje Qr JjmJlt (u.:c:ttM f() eRN.l for (my purposef to allY j)ti'rfy Of ill allY
manner thut would require a customer's "opt lui' f/.[JfJrowd under the C(llnmisswtt's CPNI Rules.



(I) Nolice Requ/J'emenls Specific to Offe·T!me Use ofCPNI. (1) CO!fiets may use oral notice to
obttdn limi~ed, Qne..time use of CPNI for inbound <Iud Q1ttbound customer telephone contacts for the
dundion-of the call, regi1rdless Qfwhethcr carriers U!)e opt-out or opHn approval ba.scd on the nature of the
contact.

(2) The comento of any s\lch notification lUllS! comply with !be requirement. of parngraph (0) of
thi$ 8ecti{)ll~ CXc.cpt that telecommunications can:icrs may omit any of the folJo\ving notice provisions ifnot

"~~'-"~-'~~'~~"---~r-erevant to ffiCllffi11COuoo for whi<lllffiecarmr se:cRi"CJ:IFfF-'

(1) carri.,. need no! advise customer;; that if they have opl.d-out previously, no action is needed
to maintain the opt"'Out election;

(n) Carriei;,' lI;;,'f;:d nQL advil!>e t.:Ufltomem thut they may shan;) ePN1 ,.....ith their affiliates 01" third
parties and need not narne those entities, if the limited ePN! usage witl not TC5Ult in 1}$0 by, OJ' disc]O!ffil'C
tOt an affiliate or third party;

(iii) Carriers need not disolose the means by which a customer can deny or withdraw future access
to CPN1, so long a~ carriers e}..'P1ain to customers that the. scope of the approval the carrier seeks l~ limited
to one-time use; and

(iv) Carriers may omit disclosure of the precise steps a customer must take in order to grant or
d~llY access to ePN1, as long as the carrier clearly communicates: that the customer can deny access to his
CPill for tho call.

In /lostllllCes wkere tile Company .eeks ollM/me cllstomer epproval/or file use or disclosure of CPNI,
the COmprm)l obtains such approval iu acroNlance wifh the disclosllres, metlwtls and requJrentel1ts
callta/IIM in Rille 1008(fj.

Section 64.2009 Safeguards required fur use of customer proprietary netwot:'k infnrm.a1ion.

(a) Telecommunications carriers umsi implement a system by which th.e status of a customer1s
,CPNJ approval Can be clearly emablished prior to the use ofCPNI.

The Compatly~~ billin.g $.listem allow... authorized company per.umnet to eartly dtZtt!lmine. We ,ftatllS Of a
cllstOlrler's CPNI approval on tke customer aecoUilt screenprior to the use or dlscltJMre ofCRNL

(b) TclecoInWllnications carriers lfiusi trn1n tlle1r personnel as tQ when they are find are not
authori7..ed to use CPNI~ and carriers must have an express disdplimu:y proce,s!;l ill plllce.

.The Compa11Ji has estahl1shed CPNJ compliance polide,'f that Include employee framing on. resirlcJio:ns
OR the usa and dl~cJo.wU'e Of eRNI ami rrtquir€d $a[egllCird.'i to protect flgaillst uuauthorized rise OF

disclosure of CPNl Employees have ,'Wiled Ih,'1 fhey ""der.flalld tile CPNI polleie. alld i< vlo[atio" of
(hose policies will re...·mlt itt discifJlim~ry action.

(c) All cmriers sh~,n maintain a record, clocLl,mk:ally or in some oUlor num:llcl', of their own and
their affiliat.es' salcs and marketing campaigns that usc: their customers' CPNJ. AU cardc::rs shall mnhtl-!lin a
record of all lustanccs Where ePNI was discloscQ or provided 10 third partics) or \vh.crc th.lrd parties '-i\rere
allowed atA:~SS to CPNJ. The 1"ocmu mU$t ino!ude 0. description Qf each campaign. the specific CPNI that
)vas used In the campaign, and w.ha.t products and services were offered as a part of the campaign. Carriers.
shall retain the record for a rrrinimum ofOlle year.

11,. Company's CPNl policies reqalre IIlat all sales all/I marketing eampaig/1s Includl"g tllose uillizill{;
CPNI be recQrded and kept on file for at lea-'1t oneJ-'ear. ReCVldO}' are also maintained/fir disdl))'Ure or
access fo CPNI by thll'dparties, Til< recortls b'e/ude file reqairet! informatIon listed in Rule 64.2009«).



(d) Telecommunk.ation:; caniel's must establish a supervisory review proce,c,s regarding carrier
compHane!} wi6 the rulas ill this sUbpart for out..bound marketing siruations and ll'l:llintain records of carrier
compliance for a m.inimum period of one year. Spccifl<:clly._ sales personnel must obtain supervl50ry
al.-'Pxoval ofany proposed out-bound lw\rketing reque::lt fOf cusltomer appnwal

The Company', CPNJ policies ''''lu;" employee., to obtai" approval from /lle Company's CPNJ
"~~~ ~~'_¥~'M¥_~,~._<29.!!!JJJullJSJ!.:fJ111cer t!l! ail marketiqg (~t:mtIM!gp$, in.cludilJg (1rase utltizI!1g CP~lJ!!.IGr 1.1) i1tJtiatmiVhai';'- _

campaign. R.ecord of the marketing campaigus, atoilg with the appropriate superlJisory apprDval is
mlJinwbJed/or U1least o/teyear.

(0) A tclecommuniGations carrier .must have an off:i.ct}!', as an agent of the cartier, sign and file
with the Co:rrunission 8- compliance certificat:e Oll a,'1 an...'iuaJ basis. The of'lleer Inust state in. the certification.
that he or she ha:. personal knowlooge that the company .has established operating procedures that are
adequate t<> ensure eompllm1ce with the rules lJ1 this subpa,t. The carrier must provide a statement
accompanying the celtificate explaining how its operating procedures ensure that it is or is not in
comp1ianc~ with the n11e5 in this subpmt. fu addition, the carrier roU!;;t illc1nd.e ~m explanation of l'lW}

actions taken agaln3t data brokers and a summary of all customer eoO'.p!>Unt>; received in the pasl year
conce-Taing thl'J u'rw.u1horil':tlu release of CPN!. Tlus filing must be mf1de annually wilh the Enforcement
Bureau on or before March 1 in BE DocketNo. 06~36, for (]flU!:. pSJ1ainjng to the previollR calender!' yem:.

The required officer cerlijiwtion, ({tlio-ns taken against data brokers arid ;fummaty Of Cll,~tomer

co'npl<lInl (IOcum.nls ure Included willi thi;; nccompanylng .,/atlYnent. The Complllly will file these
dacamems Oll IUl """UlJl J)llS/s on or hefore March 1for data pertal,ullg 10 11,. prevhms calendar y••r.

(f) Carriers must provide written notice v.'ithin five business days to ~h~ Cormuission of acy
instance- where the opt-out mechanisms do not work properly, to- such a degree that oollSumers' blabiHly to
opt-out is more than an anomaly,

(1) The nolice shall be in the form of a letter, and shall include the carr",'. name, " description of
the opt-out moohanism(s) used, the problems(s) exporienced, the remedy proposed and when it will bolw",
implemented, Whether tbe relevant statt:\ commi-ssion(s) has been notHieu w1d wkwthcr it has i.aken any
action, a copy of the no1ice provided to customers, and contact information,

(2) S:,ll:h n.otice mu....t be wbmitted e\len if the can·k:r Qifct'S other metlJods b)r which consumers
may opt-out.

The Compu.ny d()Jw not J..!urrently solicit ffopt out" cUS!Urttef approvalJor tile lise or disclosure o.fC'PNl.

Se<tion 64.2010 Safeguards on the disclosure o-f customer proprietary network iuformation.

Ca) 5cifeguarding Cl'IW. Telecommunication. clUTlor. must toke reasonable me."",eg w discover
and protet.'t ag~inst attemptS to gain unallthorized acces,s to CPNI. TclecommUlIicatiofl..<; carriers must
properly authenticate. a t."Ustonl.er prior to disclosing CPNI hascd on CU$tonleI"·!nitiated telephone contact,
online account aC:CC3:-l, or un in-store visit.

The Compcmy ts CPNI policies and mnpluyee trai'ling include reasonable. mea8ures to discover find
prqteet agflim;t (l£til/ity that ($ indiMtive ofptetex.ting and empJlJyees are instructed to noi(fy the CPNI
Ca'npllance Offleer ifany slIeh activity I, suspeclea.

(b) Telephone access to CPNI. Telecommunication. cattiers may only disclose call detail
infOrmation Qver the te{cphonc~ based on customet~initiated telephone contact, if the customer fu:st
provides the carrier with a password, as described in pmngraph (e) of this section, that is :not prompted by
the c~icr asking for readily avuilable biographical information, or account information. If the customer
does not provide a password) the teleconl1uunications Carri(}f may only dis~losc call detail inionnfllion by
sending it to the cU!ltomer1 s; addref;s of record, Ofl by calling the customer fit the- lelcphollc- J.1Umbcl' of
record. If the customel' is able to provide can detail information to-lhe telecommunications carrier during a
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custom~r..injtiatcd, can without the telecommunications carrier'$ assistance. then tbe telecol'l1munications
ct1lTler is permitted to discuss the call detaU infomwoon provided by tile customer.

Tile Company'e CPNI po!lcle.< eneare Ihal a C/lSIOItW ie Qary llble 10 accese caU lleltlllll1!ormatlon over
(he telephone in f)ne of the ways listed in Rule: 64,2(tIO(b). If the CUS10!mIr r,:(mnot remember their
pa,'{,,;wnrdt they are prompted iQ answer a security queSlifm. Netlhet Ihe pass word fll}r the: security

~'_A¥__~,.~"~,.~.,w,,w,~..•,~",,~.~JLlfi8(kn~-.!!.!~based 011 ref1:1.!!L!"vailabfe blog!!3I!!!J£fl.!J!!lprn!f!!,ion or..E!?E2lf!!L!!!!ormafiolt. CustrJm~
servwe l'epresematives (IN! in,ftttli.ctetl to authentwf1(e eus(omers over the telephone in ull insta'flcP.."; f?xf.€pt
III tIM case wlMre the customer provk!es tlte call detail iIif0t1natioh without the (J,~l~f~{Jllce {if the
Company. '

(c) Online acmss t.o CPNI. A telecommunications can'i.er mUSl authenticate a cus10me.r without
tl,,~ use of readJIy available biographical iofonnat'ion, or aCl)Oluit infotmatiotl, priQr to allowing the
C1.lstorner online access to CPNI related to a telecommonications f..:er\,jc~ aCCf)U nt. Once authenticated,. the
customer HlftY only obtaill online aCCC8.ll to ePN! related to a tc}cconununicatiot16 service acCO"tlUt through a
P1lSSW(lrd~ M described in paragrfl{lh (0) oftllis :;celion l that i$ not pr6:l11pted 'by tbe can-iet asking for readily
aVl'l".ilah1e hiolITAnhl(',Jil infm"lt1i1ikm. or ~(';crnmt :nfr.'fl'l'wJtitrn.
The company authenticates customers without the use of readily available biographical or account information prior to
allowing on access to CPNI related to an account. Once authenticated, the customer may only obtain access to CPNI
through a password, that is not prompted by readily available biographical or account information.

(d) In-Store acce~s to CPNJ. A telceommunkations carrter may disclose CPN! to a c-ustom~r

who, at. a carder's retailloc:atiolll first prose-nt'S to the t:e]e(;omtmmica'tlons canieJ' or fts agent it valid photo
1D matching th0- customer's account information.

The Company does not have retai1locations.

(e) E."abU"hJnem of a Pa.,sword and Back-up AuthenticatioN Me/hod, far Loet or Forgolte"
Pas3wOl'ds. To e,o;tahlish a pas!;wol'd, a teleconnmmicatioI1$ carrier must auth~nticate 1h&l customerwifuont
the Use ofreadily availal>1. biographical Infonnotion, or account informalior,. Telecommunications carriers
may create a bllCk..up customer authentication method in the event ofa lost or forgotten password, but such
,ba<k-up customer authentication method may not prompt the customer for readily avail..,l. biographical
:information, or account information. If a customer cannot provide the correct password or tIle corox:t
response for f.he back..up customer authenLicaliEJfI method, the (mstomer mu!)t establish a new password as
descril>ed in this pal'ogmpb.

Tile Compa/ly'e CPNI polide. allQ" for a lew wlrye I<J eslablish a passwrm4 'III of which e/lsure
CQmplimw{j with tile flvvve parugraph. Em", lmtlwtl also ultows the customer tv estrthlisll a hack-up or
,""Uflty qlleslwlt In the ..ellll"al tlleY forgel Iheir plfS6"oriL In III> .velll dl>iM the Company lise r.arilly
aJlailable: hi.ographical irlj'orm(1(lon or Qccrllln( i!iformatlon as. a baCk-Up qUJ?suQn fJf as Il mettl19 If)
c$·tabfish II password or ardJumlieate the cu.~(ofltel'.

(0 N{)t~/icatlon of account changes. Telec01r..munications carriers mu.~t notify customers
immediately whenever a password~ custonwr response to a back-up means of authentication for lost or
forgotten Pflss,\yords, or.Une account, or address of record is I.:rcated or changed. This uQtjfiQatjon is not
reqnil'..::.d when the (lUSCWme.r ioltiates service, iJ.tcluc1ing the selection of a passwr;Jrd at servj,ce irritlation.
This notH1catton may be through a cul'rier-.o.riginnt:ed voicemaU or text message to the !-eIephone llumber of
record~ or by mail to the address of record, and must not reveal the changed information Qr be :rent to the
new account lntonnaeon.

The company will notify a customer immediately when account changes occur, including a password, a response to a
back~up means of authentication. or address of record. The notification will be through a carrier~originated voicemall or
text message to the telephone number of record, or by mail to the address of record. and will not contain the changed
information or be sent to the new account information.
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(g) Hu,9iness Customer' EXf:mprion.. Telccomm.ufJications carriers may bind. them.selves
contractually ro authentication regimes orner thooJ those described in this sectiOll for sel'vice$ they provide
to their business cu.s1omer that have both a dedicated account represenmtivc and a contract that specitlca.!ly
addresses 1he. cm-icrs1 protection of CPNI.

Til. Compally db.s flQl utilize tlte bustlless cuslomer "",eepdoll al tills time.

Section 64.2011 Notinc.tion of customer proprietary network inform.tion security
breaches..

(a) A teleconunllniofl1iol1s ca'rier shall notiIY Jaw cnf"'cement of a brooch ofits cllstomers' CPNl
os provided in tbis section, The carrier shllii not notify its cllsfnmers 01' disclose the breach pubHcly~

whether volumarily or ullder state or Jocal1aw or thes:e rules1 until. it has completed fhe prooeSSl ofnotifying
law .nf",~e",ent pUl~uant 10 paragraph (b).

(b) As soon as practicable, and in no event later than seven (7) business day!';) after reasonable
dctermin.tioll of the breach, the telecommtmication, carrier ,h.n electronically notify the Ullitod State,
Socret Scrvice (USSS) and the Feu",.] Bureau of lovostigalion (FBI) tllIotlgh a cenlrai reporting facility.
The Commission will ltlflwtain a link to the reporting fucility at htlp:/lwww.fcc,gov/eb/cpni.

(I) Notwithstanding lUty state Jaw to the conb'",'Y, ti,e currier shall not n,otify ClI.stomer' 01'
disclos-c t.he breach to the pUhlic until 7 fun blJsillc.."'S days have pll'S.'Scd after notWc"ttiort ro the USSS and
ti,e FBI except as provided ill plU'agraphs (2) and (3).

(2) If the carrier belleves that there is an extraordinarily Ul'gen!!\Oed to notify allY class of affected
ClJBtomers sooner ilian otitol'wise allowed under paragraph (l), in order to .void immediate and irreparable
harm. it shall so indicate in its notification and my pro=d to irom"diately notifY ils affected cuotomers
only Oifter con~:ultation with the relevant investigating ~gency, The carrier shall cooperate with the relevant
investigating agtmcy's rcqucgt to minimize any adverel;l eflect::; ofsach cllstomer notification.

(3) If the relevant investigatlng agency determines !hal the pubUc disclosure w: notice to
',cu.~tomers would impede or oompromi8e un ongoing 0'1: lJot\:lntiul crhninaJ investigation or national securU.y,
:mch agency may dircct the canier not to '0 disci"'" or notify lbr anloilial period o!'up to 30 day•. Such
period may be extended 1>y thc agency a' reasonable necessary i.n the jUdgment of the ogenc)'. If ,uell
direction js given, the agency sh.all llOtify the cartier when It appears that public disclosure or notice to
affected Cl2.<ltomers ''''ill no longer impede 0(· comp1'Omise a crimina! investigation or national £ecurity. The
agency shall provide in writtng its initial direction to the C31TiBl', any subsequent eXWm;1011, and auy
nodfication that notice will 110 longer impede or compromise a criminal investigation or nati()nal security
and slich writings shall be contemporaneously logged on the same reporting facility that contain.s reoonJs of
notifica(lons filed by carriers,

(0) Recordkeeping. All carriers shall maintain arecord l electronioally or In some oOHn' IDaJ1.'lCr, of
flny bmaches di)covcrcd~ notification made to the USSS and the FBl pursuant to pamgrapll (0)) and
notificatton made to custOID'.':rs. The record must inclJde, if available, dates of discovery and notification, a
detailed description of ti,e CPNl thnt w"" the ,ubject of the bre.ell. and the cJrcumstances of the breach.
Carlier;; ~han retain the record for aminimum of2 yean:.

The Company I"", policies «lui procedure. in place to "mure compliance wiD, Rule 64.20]1. When It Is
'J'eai~()'ilably determined that a breaclt lias occurred, file CPNI Compliance OffICer will fWtij'y law
en/orcelnclff and Irs ellstOlner III tile required limeframes, A record "rrlte .r!!(lcl, will be mammi"et1for
a minbrttfm Q.f two years (tml will include nil in/ONtuJ.tion required by RUle 64.2011.
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